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OpenSSO Momentum nSSO

Open Access . Open Federation

* Injust 1 year.
> 500 project members at opensso.dev.java.net
> ~10 external committers

> Consistently in Top 10" java.net projects by mail traffic
of over 3000 projects e ———— .

* Production deployments ™= = goenan

The new Aud e OpenlD at Work
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be able to registe
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> www.ssocircle.com
— SAML 2.0 to Google, OpenlD, client certificate authentication

Thatswhy we've sat up 2n Idertity Provider for OpeniD (aut with a twist). We wan to learn firsthand aboutthe best solLtions for identity or the
web, slutions that meet aeople's needs for convenience, contol, securly, and privacy.

SAML 2.0 ‘The twistto this Identity Frovider for
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fyoue a Sun employee and would lie to sign upfor an OpenlD, follow these simple steps:

Decide which username (nickname) you want to use for your OpeniD.
Co ot registe at he first e you'e sentto wen ycu clickthelink below, thats justso you can log n and prove yo.ire a Sun employe. Use
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. inen your browser s redlected to the page with ths OpenlD logo at e top, and th fields o be filed n, oL e athe right page to egister
Yaur aczountwih yeur chce ofusemame and password




OpenSSO & Federated Access Manager 8.0

OpenSSO v1.0 ==
FAM 8.0

All FAM 8.0 builds

Ope nSS0O available via
SR OpenSSO

Preview Features

Open Access.
Open Federation. Provide Feedback

Review code
security




Federated Access Manager Roadmap

Federated Access Manager 8.0
Q2CY08

OpenSSO e
OpenSSO  Federation ated Access

Manager 8.1
Q3CY06 Q4CY06 Q4CY08

OpenSSO

Access
Manager 7.1
Q4CY06

Access
Manager

Federation
Manager 7.0

: Q4CY05
Federation
Manager
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Simplified Configuration

FAM Custom Configuration

1 Introduction | 2 FAM Association | 3 Configuration Store | 4 User Store | 5 Load Balancing ‘ 6 Summary

Summary
Please take a moment to confirm that your settings are correct.

Edit Edit Edit
FAM Association Configuration Store Details User Store Details Load Balancing

This is the first Default Configuration User Store Nama:  LDAP This instance will

: Diractary Host Name: host.
FAM instance of Par A e not be deployed

anew Diractaory credentials: Provided behind a load
deployment Diractory Base DN:  displayNamaHars balancer.

Previous Create Configuration




Identity Services

Applications

Identity 'J“Services

Expose authentication, authorization & audit capabilities as
simple web services (i.e. WSDL & REST).




OpenSSO V1.0 More Features

Access Management

Federation

Centralized Agent Configuration &
Deployment

Centralized Configuration

XACML Request/Response
More Application Servers

WS-Federation 1.1
Simple Federated Partner Enablement
Multi-Federation Protocol Hub

Secure Attribute Exchange
3rd Party WAM Interoperability




OpenSSO V1.0 More Features

Identity Services

Authentication as a service
Authorization as a service

Audit as a service

Attribute Query as a service
Secure Trust Authority

Web Services Security Plug-ins
SDK for Securing Web Services

Interested Yet?




Fine-Grained Authorization
Compliance/Auditing
Dashboard/RSS feeds
OpenID

More 3rd Party Interoperability
More Simplification

More Workflows

Stay Tuned. More To Come. ..




OpenSSO Extensions

https://opensso.dev.java.net/public/extensions/

SAML 2.0

Client SDK

Authentication Modules

PHP SAML 2.0 SP implementation
Picked up by Feide (Norway)
Ruby SAML 2.0 SP implementation

SAML 2.0 ECP test rig

OpenlD 1.1 Provider
Deployed at openid.sun.com

PHP Client SDK implementation

Coming soon!
Actividentity 4Tress
Hitachi Finger Vein Biometric
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Hitachi Finger Vein Authentication
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Access Manager

- SAML Service

- Logging Service
- Liberty Service
- Session Service
- Policy Service

- SOAP Service b

Authentication
Service




Participate!

Sign up at AM 7.1 WAR file
opensso.dev.java.net FAM 8.0 Build 1

Subscribe

OpenSSO Mailing Lists #Opg?]SSO

dev, users, announce freenode.net

12



Resources

https://opensso.dev.java.net/public/extensions/

OpenSSO https://opensso.dev.java.net/

Pat's Blog Superpatterns
http://blogs.sun.com/superpat/

Daniel Raskin's Blog Virtual Daniel
http://blogs.sun.com/raskin/




Open Source Single Sign-On:

The OpenSSO Project
October 26, 2007

Pat Patterson
Federation Architect

pat.patterson@sun.com
blogs.sun.com/superpat
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Demo OpenSSO
7 SAML2.0

|dP

Ruby
WS-Federation SAML 2.0 SP
N Apache
I Reverse Proxy
O / N %E:

SAML 2.0 SP
End User
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